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Discussion and Decision
1. 
Introduction
RAN2 has sent an LS in S3-191148 [1] to SA2 and SA3 with questions on support of broadcast of location assistance data for NR as part of Release 16.
The description in the LS states the following:

	WI NR Positioning Support has been agreed in RP-190752. One of objective is to define signalling for broadcast of assistance data as below:

RAN2 + RAN3 centric objectives

Resolve open aspects on architecture and proceed with normative work for the following items [RAN2/RAN3]:

· Location of the transmission measurement function 

· Define signaling for broadcast assistance data delivery [RAN2/RAN3/SA2/SA3]

RAN2 has started the WI from RAN2#105bis meeting. It is RAN2 understanding that broadcast assistance data delivery is not in the SA2/SA3 positioning WI (5G_eLCS and FS_eLCS_Sec) scope, and therefore RAN2 respectfully asks if SA2 and SA3 can accommodate the work on it in Rel-16.

Broadcast assistance data delivery has been supported in LTE Rel-15, as specified in TS23.271 (clauses 9.3a.3, 9.3a.4, 9.3a.5). RAN2 would like to ask SA2 whether the solution specified in LTE Rel-15 can be reused for NR. 


The questions to SA3 are as follows:

	Question to SA3:

Question 3: Can the solution for broadcast assistance data delivery specified in LTE Rel-15 on security be reused for NR?

Question 4: If not, can SA3 accommodate the work on broadcast assistance data delivery in Rel-16?


2. 
Broadcast of Location Assistance Data for LTE in Rel-15
The solution for Broadcast of Location Assistance Data for LTE in Rel-15 is defined at a stage 2 level in TSs 23.271 [15] and 36.305 [14] and at a stage 3 level in TSs 36.331 [16], 36.455 [17], 36.355 [18], 24.301 [20], 29.171 [19] and 23.008 [21]. A previous high level description, prior to agreement of some details, was provided to SA3 in S3-173296 [2].
The solution, as currently standardized, is summarized in the following figure and step description.
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Figure 1: Broadcast Procedure for Location Assistance Data for LTE in Rel-15
1. The various assistance data elements for each supported positioning method are collected, processed and formated at the E-SMLC. E.g., the E-SMLC may gather data from GNSS reference stations and other sources (e.g. eNBs, O&M). The E-SMLC then encodes and optionally ciphers the positioning System Information Block (posSIB) content, which reduces impacts to eNBs in supporting the new posSIBs.
2. The E-SMLC transfers the encoded and optionally ciphered posSIBs to the eNB in an LPPa Assistance Information Control message. The posSIBs are grouped into system information (SI) groups, where each SI group contains a group of posSIBs (each of which is identified and may be segmented) and metadata comprising a broadcast periodicity for the SI group and an indication for each posSIB of whether ciphering is used and optional GNSS and SBAS IDs (for posSIBs related to A-GNSS or RTK). The E-SMLC can provide updated SI groups when assistance data changes (or when a ciphering key is changed). 

3. If the eNB is unable to broadcast some of the received posSIBs in step 2, the eNB returns an LPPa Assistance Information Feedback messaage to the E-SMLC with a list of posSIBs for which broadcasting could not be configured.

4. For posSIBs which can be broadcast, the eNB separates the posSIBs from the metadata received in step 2 for each SI group and broadcasts a positioning SI (posSI) message corresponding to each SI group which contains the posSIBs (but not the metadata) for the SI group and is broadcast at the indicated broadcast periodicity. The eNB also broadcasts scheduling information for each of the posSI messages using System Information Block 1 (SIB1). The scheduling information for each posSI message provides the broadcast periodicity, the constituent posSIBs and the metadata for each posSIB (namely whether encryption is used and the optional GNSS and SBAS IDs). The UE reads the scheduling information broadcast in SIB1 to determine the availability of posSI messages and their constituent posSIBs and then acquires the posSI messages of interest and deciphers if needed and then decodes the constituent posSIBs.
5. The E-SMLC provides any ciphering keys being used to MMEs using an LCS-AP [19] Ciphering Key Data message. Information for each key includes a 128 bit key value, a key identifier (ID), a first component of a 128 bit initial counter value (c0), an indication of the posSIB types to which the key applies, a validity start time and duration and a list of TAIs to which the key applies.

6. The MME distributes the keys to UEs based on subscription information using a mobility management Attach or Tracking Area Update procedure when requested by a UE. The MME includes all the information for each key that was received from the E-SMLC.
3. 
Ciphering of Location Assistance Data for LTE in Rel-15

Each posSIB transferred from an E-SMLC to an eNB at step 2 in Figure 1 and broadcast as part of a posSI message at step 4 in Figure 1 is defined in LPPa [17] (for step 2) and in RRC [16] (for step 4) as an octet string. The content and structure of the octet string is defined in clause 7.4.2 in TS 36.355 [18] for LPP and comprises a common part applicable to all posSIBs and a unique part for each particular posSIB as shown in Table 1.

	posSIB Part
	Parameter
	Comments

	Common Part for all posSIBs

Not ciphered
	valueTag
	Updated whenever posSIB content has changed

	
	expirationTime
	Indicates when posSIB content will expire

	
	cipheringKeyData
	Comprises:

· Ciphering key ID

· Second 128 bit component of counter value (d0)

	
	segmentationInfo
	Information about segmentation of a posSIB comprising
· Use of pseudo-segmentation versus octet string segmentation

· Indication of whether a segment is final or not final

· Segment number (0-63)

	Unique Part for each individual posSIB
May be ciphered
	assistanceDataElement
	Information encoded in ASN.1 according to TS 36.355 [18] that is unique to each posSIB

Included as an octet string


Table 1: Encoding of a posSIB and a posSIB segment according to TS 36.355 [18] (AssistanceDataSIBelement in Clause 7.4.2)
The content shown in Table 1 applies to an unsegmented posSIB and to each individual segment of a segmented posSIB. With segmentation, octet string and pseudo-segmentation are supported. With octet string segmentation, an octet string comprising the ASN.1 encoded posSIB specific content is fragmented into a number of smaller octet strings, each of which is included in a posSIB segment according to Table 1. Typically, only the first posSIB segment would contain the entire Common part in Table 1, while subsequent segments would contain just the segmentationInfo parameter in the common part in order to indicate the different segments and, in particular, the final segment. When ciphering is used, the ciphering is applied to the original octet string containing the entire posSIB specific content prior to segmentation (which is then segmented following the ciphering). At the UE, the octet strings containing the individual posSIB segments are reassembled by the UE into the original octet string, which is then deciphered if ciphering is used and then decoded according to the ASN.1 definition for the particular posSIB.
With pseudo-segmentation, the original unencoded assistance data for a particular posSIB is divided into separate smaller portions of unencoded assistance data. Each smaller portion of assistance data is then encoded using ASN.1 and placed in an octet string which may then be ciphered. Ciphering of each posSIB segment in this case is then independent of the ciphering for every other posSIB segment. This means the entire common part in Table 1 for each separate posSIB segment must at least include the segmentationInfo parameter and the cipheringKeyData parameter when ciphering is used. 

Ciphering uses the 128-bit Advanced Encryption Standard (AES) algorithm with counter mode [24] [25] in which the initial counter value is provided to a UE in two parts – a value c0 provided as part of the information for each cipher key (which is received by the UE from an MME at step 6 in Figure 1) and a value d0 provided in the common part of each posSIB (at step 4 in Figure 1) as shown in Table 1. A UE then sums c0 and d0 modulo 2128 to obtain the initial counter value for deciphering. TS 36.355 [18] contains a requirement in clause 7.3 that the values for d0 shall be different for each posSIB and shall contain at least 16 least significant bits set to zero to ensure that the d0 values for different posSIBs differ from one another by large values, which will prevent use of the same counter values for different posSIBs (which could otherwise lead to reuse of a common cipher bit sequence during ciphering).
A number of LSs (e.g. including [3], [4], [5], [6], [7], [8], [9], [10], [11], [12] in the case of LSs sent to or from SA3), were exchanged between RAN2, RAN3, SA2, SA3, CT1 and CT4 in the timeframe from November 2017 to May 2018 to resolve different aspects of broadcast of location assistance data which impacted more than one WG. Although some of the impacts were not particularly complex, the multi-WG nature of these aspects slowed down agreements compared to what might have been possible had they each impacted only one WG. In the case of security aspects for broadcast of location assistance data, which concerned SA3, agreement was reached by SA3 on the ciphering solution summarized above here, which was conveyed to RAN2, RAN3 and SA2 in an LS in S3-181926 [12]. The text from this LS was as follows:
	1. Overall Description:

SA3 thanks RAN2 for their Reply LS to SA3 on encryption of broadcast positioning information. Based on the response, SA3 concluded the following:

· There is no strong motivation to develop a security solution that supports the usage of hierarchical keys for the encryption of broadcasted positioning data

· Reuse OMA LPPe (LPP Extensions), as described in S3-173296, for the encryption of broadcasted positioning data with following changes on how to generate D0 to avoid keystream reuse:

· The value for D0 shall be different for different broadcast messages to ensure that the counters derived from C1 for any message are different to the counters for any other message for a given ciphering key.

· D0 shall contain at least 16 least significant bits (LSBs) set to zero to ensure that the values of D0 differ from another by a large value. The rationale for this is that a long SIB message (or a segmented SIB message) would require the use of consecutive counter values C1 to Cn, where n is the SIB message size in bits divided by 128 (and rounded up). There would then be a danger of small changes in the value of D0 for ciphering of different SIB messages (e.g. D0 being chosen as 1 larger than a previous D0 value) reusing previous counter values. 

· The size of D0 is 128 bits. For every message, a new D0 is transmitted. To minimize data overhead, if RAN2 deems beneficial to send a shorter D0 value and pad it to 128 bits, then SA3 recommends padding the least significant bits of D0 instead of most significant bits of D0 (a change compared to a proposal in R2-1804788).

2. Actions:

To RAN2 group.

ACTION: 
RAN2 is kindly requested to take the above SA3 conclusions into account in their specifications for the encryption of broadcasted positioning data.


4. 
Support of Location Assistance Data for NR in Rel-16

A solution that is exactly parallel to the solution developed for broadcast of location assistance data for LTE in Rel-15 has been submitted to RAN2 already in R2-1903138 [13]. The solution follows the solution for LTE in Rel-15 as summarized above in clause 2 and clause 3 (e.g. including use of posSIBs, SI groups and posSI messages) with the following differences:
· An AMF, LMF and gNB replace the MME, E-SMLC and eNB, respectively, in Figure 1

· Transfer of SI groups and associated posSIBs from an LMF to a gNB (analogous to step 2 in Figure 1) would use NRPPa defined in TS 38.455 [22] rather than LPPa defined in 36.455 [17].

· Broadcast of posSI messages and associated posSIBs from a gNB to a UE (analogous to step 4 in Figure 1) would use RRC for NR defined in TS 38.331 [23] rather than RRC for LTE defined in TS 36.331 [16].

· Scheduling information for posSI messages would be provided to a UE in a SIBx which could be SIB1 or might be another SIB.
· Conveyance of ciphering keys from an LMF to an AMF could use an LMF service operation (e.g. to be defined in TS 23.502 [26] and TS 29.572 [27]) rather than LCS-AP defined in TS 29.171 [19].
· Conveyance of ciphering keys from an AMF to a UE would use 5GC Mobility Management procedures (e.g. Registration as defined in TS 23.502 [26] and TS 24.501 [28]) rather than Attach and Tracking Area Update procedures defined in TS 23.401 [29] and TS 24.301 [30].

· Additional posSIBs to support RTK/SSR and NR specific position methods (e.g. OTDOA) would be defined in LPP in TS 36.355 [18] and in RRC for NR in TS 38.331 [23].

The solution proposed in R2-1903138 [13] is still draft, is far from being agreed and may well be modified during development. However, the proposal does show that the solution for LTE in Rel-15 can be reused for NR in Rel-16, which should reduce both standardization time and effort and implementation impacts to network entities and UEs.
Regarding ciphering, no difference in the ciphering solution is being proposed in R2-1903138 [13] in order to reuse as much as possible of the solution in Rel-15. Given that the ciphering solution in Rel-15 was extensively reviewed and discussed by multiple WGs during its development in Rel-15, it is considered that the solution does not need further evaluation and discussion and can instead be endorsed again by SA3.

Accordingly, the following answers can be returned to RAN2 for the questions to SA3 in the LS in S3-191148 [1].
Question to SA3:

Question 3: Can the solution for broadcast assistance data delivery specified in LTE Rel-15 on security be reused for NR?
Proposed Answer: Yes, SA3 believes the solution on security for LTE in Rel-15 is suitable for reuse for NR in Rel-16

Question 4: If not, can SA3 accommodate the work on broadcast assistance data delivery in Rel-16?
Proposed Answer: Given the suitability of the solution for LTE in Rel-15, SA3 does not see a need to look for and evaluate alternative solutions for NR in Rel-16. In particular, SA3 sees a benefit to reuse of the solution in Rel-15 to avoid new impacts to UEs and to network location servers.

5. 
Conclusion 

Based on the preceding evaluation, the following proposal is made:
Proposal: Return an LS response to RAN2 with the answers proposed in clause 4.
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